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I.  ISTHODOCTION 


The  concepts  of  statistical  decision  theory  applied  to 
digital  communication  theory  for  the  purpose  of  designing 
optimum  receivers  is  widely  known.  The  nature  of  many  comau- 
nication  channels  is  charac terized  by  their  interference  to 
reception  through  additive  noise.  Receivers  have  been 
designed  to  optimize  the  output  receiver  signil  to  noise 
ratio  in  the  presence  of  additive  white  Gaussian  noise 
interference.  However#  noise  is  not  the  sols  source  of 
receiver  interference.  Jamming,  intentional  oc  not,  can  be 
severely  detrimental  to  receiver  performance. 

This  thesis  endeavors  to  investigate  the  effect  of 
jamming  on  digital  coherent  communication  receivers. 
Mathematical  models  of  signals,  interference,  and  jamming 
are  utilized  to  demonstrate  performance  (i.e.  -  receiver 
probability  of  error)  of  receivers  designed  to  operate  in  a 
'noise  only'  interference  environment,  in  the  presence  of 
botn  noise  and  jamming.  From  the  mathematical  models, 
optimum  jamming  techniques  are  derived,  and  various  sub¬ 
optimum  jamming  strategies  are  analyzed. 

The  results  are  divided  into  tnree  sections.  In  section 
number  one  coherent  receivers  are  investigated  under  various 
jamming  conditions.  The  optimum  jamming  wavefocm  based  on 
power  constraints  is  derived  and  analyzed.  Performance  of 
coherent  FSK  and  PSK  receivers  are  analyzed  in  the  presence 
of  both  optimum  and  sub-optimum  jamming  waveforms.  These 
jamming  waveforms  include,  weighted  jammers,  frequency  modu¬ 
lated  jammers,  and  two-  level  pulsed  jammers.  Section  number 
two  discusses  higher  level  digital  coherent  receivers  in 
which  M-ABY  FSK  receivers  are  analyzed  in  the  presence  of 
jamming.  Mathematical  models  are  introduced  and  results 


compared  to  the  optimum  case  for  Diaary  FSK.  Finally/  in 
section  number  tnree  graphical  presentations  corresponding 
to  the  numerical  analyses  that  have  been  performed  are 
interpreted  in  order  to  demonstrate  the  mathematical 
results . 


II.  COHERENT  RECEIVER  ANALYSIS 


A.  COHERENT  CORRELATOR  RECEIVERS 

The  application  of  statistical  decision  theory  to  the 
problem  of  detecting  signals  in  the  presence  of  loise  can  be 
used  to  design  optimum  receivers.  However  it  is  important  to 
note  that  the  receivers  are  optimum  under  a  given  set  of 
assumptions.  The  receiver  which  is  optimum  (in  the  sense  of 
producing  minimum  probability  of  error,  Pe)  for  the  discrim¬ 
ination  of  two  different  signals  received  in  additive  white 
Gaussian  noise  interference  is  well  documents!  [Ref.  1], 
and  the  receiver  structure  is  as  given  in  Figure  5.1  .  This 
optimum  receiver  is  a  correlator  receiver,  due  to  the  cross 
correlation  process  it  performs  between  the  input  r(t)  , 
and  the  signal  sQ(t)  and  sx(t)  .  This  optimum  correlator 
receiver  can  be  shown  to  be  equivalent  to  the  single  corre¬ 
lator  receiver  of  Figure  5.2  .  The  receivers  of  Figure  5.1 
and  Figure  5.2  have  been  shown  to  be  optimum  (i .  e. -minimum 
probability  of  error)  when  the  received  signal  is  eitner 

R(T)=S£T)+  N(T)  0*t£T 
°C'  R(T)=  s£t)+  N(t) 

where  s0(t)  and  Sj_(t)  are  known  deterministic  signals  and 
n(t)  is  a  sample  function  of  a  white  Gaussian  process. 

The  objective  of  this  chapter  is  to  analyze  the  perform¬ 
ance  of  this  known  optimum  receiver  under  different  oper¬ 
ating  rules;  i.e.-  the  signal  received  is  interfered  by  the 
presence  of  a  jammer  waveform  as  well  as  additive  white 
Gaussian  noise.  That  is 

or, 

r  (.-0  =  ^ W  ^  It)  o  T 

1 1 


where  n-  (t)  is  a  jammer  waveform  modeled  as  deterministic, 
yet  unknown  to  the  receiver. 

The  correlator  receiver  structure  depicted  ii  Figure  5.3 
which  can  be  shown  to  be  equivalent  to  the  optimum  single 
correlator  receiver  of  Figure  5.4  is  now  analyzed  under  the 
stated  assumptions.  We  define 

Sa(t)=Si(t)-50(fc) 

c=BIAS=1/2  WSg(t)  -  s*(t))dt 

i> 

Y  =No/2  In  <Ao)  Xe=  ?(s0)/?(sxi 

where 

P(s.)«  P(sA)  =  LIKELIHOOD  FUNCTCOMS 

The  coherent  digital  communication  receiver  of  Figure  5.4 
can  be  analyzed  in  terms  of  the  resulting  Pe  wnei  the  jammer 
waveform  n  ^  (t)  is  present  in  addition  to  the  noise  and  s0(t) 
and  sx(t).  The  received  signal  appearing  at  tie  front  end 
of  the  receiver  is  mathematically  described  by 

rUi=  +  06. t  LT  L*(o,i) 

where  sc(t)  and  sx(t)  are  the  two  signals  used  to  transmit 
the  binary  information,  n(t)  is  a  sample  functioa  of  a  white 
Gaussian  noise  process  having  a  power  spectral  density  level 
of  N»  /2  Watts/Hz,  and  n^  (t)  is  the  deterministic  jammer 
waveform  present  during  the  signaling  interval  (3,T). 

The  coherent  receiver  of  figure  5.4  will  be  analyzed  in 
so  far  as  the  effect  of  n^(t)  on  the  receiver  probability  of 
error  is  concerned.  The  correlation  process  generates 
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o  '■'o 

Inner  product  notation  will  be  used,  that  is 


(x  >  y)  -  \  clt 


and  the  norm  notation  ||*||  follows  Erom 


In  order  to  determine  receiver  performance  (i. 
ability  of  error)  the  decision  rule  used  by  the 
must  be  analyzed.  This  decision  rule  is  given  by 


JrGe)s0(j:)d&  4-  “*  j[so^)-sA^t  <  ^ 


where  for  convenience  we  define 


(2.1) 


(2.2) 


(2.3) 


.-  prob- 
receiver 


(2.4) 


(2.5) 
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In  order  to  compute  receiver  probability  of  error  it  is 

necessary  to  determine  the  probability  density  function  of  G 

conditioned  on  the  hypotheses  and  ;  that  is  on  whether 

s^(t)  or  se(t)  was  transmitted.  Taus, 

H^:  r(t)=s,L(t)+n(t)«-n;  (t) 

J  Oit  tT 

H^:  r{t)=S{>(t)+n(t)<-nj  (t) 

Denoting  these  density  functions  ?^(G)  and  Pa  ( G)  #  we  can 
express  the  probability  of  error  as 


pe  =  p(°y(0p(H.)+p{iviu)p(H4 


Where  P{Dv/H0l  equals  the  probability  of  deciding  that 
s^t)  was  transmitted  given  that  s  0  ( t)  was  trans~ 
mitted,  and  P(D0/ax)  equals  the  probability  of  deciding  that 
s0(t)  was  transmitted  given  that  SjJt)  was  transn itted.  *  For 
the  hypotheses  of  HQ  and  Hx  Equation  2.6  becomes 


(2.7) 


Since  G  is  a  conditional  Gaussian  random  variable,  in  order 
to  obtain  its  conditional  probability  density  function  its 
mean  and  variance  must  be  computed. 

The  mean  is  given  by 

EfG/s^t)  transmitted)  *  (s;  ,sA)  +E  £(n  /  ♦  ( ^  » Sjj 

♦V2  (|  |s0|  \x  -  llsjl*)  i=Q,1 

I 

| 
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Due  to  the  assumption  of  zero  mean  noise,  E((n  ,s^))=0.  Thus 
the  mean  value  becomes 


.v) 


t=  O,  JL  .  (2.3) 


It  can  easily  be  shown  that  the  conditional  variance  of  3 
will  be  due  to  the  noise  process  only.  That  is 

VA  E.<G)=E(<5-E.(Gna)  i  =  O,  1 

where  Var  ;  (GJ  is  the  variance  of  G  conditional  on  s*(t) 
being  transmitted.  It  can  easily  be  shown  that 

VA«0  £g]  =  VAR^&j  =  -i.  l\l0j •  <2-5l 


Equation  2.9  can  be  written  as 


VAR  trwjskmtteo 


14 

Si 

i  * 

i-.O.L  .  (2.  10) 


With  the  mean  and  variance  known,  the  probability  of 
error  can  now  be  written  using  the  following 
general  notation 
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fc W  =  ;===?,  •  a-xpf-  ^ £ 

s  ^1*4  L  a.  |vA«(.^ 


(2.  11) 


Due  to  conditioning,  the  probability  densit,*  functions 
become 


|(^/s;TftAK>s«\*Trao)"  ,J rTr  Sl\\x'  (2.12) 

P  f-h ~  H  ji  ~  II  SiU  ]]  J  -  0,1  . 

p[  a-»-iNn  J 

From  the  probability  of  error  expression  (Bguation  2.7  ),  we 


have 


P.-MTfSiigr^f 

V  i- 


'-EhitNlM^Sa)]*  1  ic 


No  II  Sill l 


+  (.P 


t _ -yp  (~S~  111  S4I  ~  (Ji'  S4  1  "I  Aq 

NollSill1  '  ^ 


fnTUlMi 


where 


^probability  that  s j^{ t )  transmitted 
Ysdecisioc  rule  threshold  setting. 

Using  the  following  definition  of  the  error  function 


16 


and  the  complimentary  error  function 


(2.  14) 


CO 

ERFC(v)  =  j~j===?  eX/W|-ERF(v),  (2-«) 

V 


Equation  2.13  can  be  written  in  a  more  compact  form.  With  a 
change  of  variables  Equation  2.13  becomes 


Pe  =  (i-p)  E  RFC[j=J=^  (o> ,  sj] 

s-iNP-M 


(p)ERF 


M.lUtll1 


(2.  16) 


If  equiprobable  signals  ace  transmitted,  p=1/2 ,  and  the 
threshold  setting  becomes 


ik  £m  Uii  =  o  , 

a  p 


{2.  17) 


which  corresponds  to  a  'zero  threshold1  receiver.  It  should 
be  noted  that  this  may  not  necessarily  be  the  most  desire- 
able  threshold  setting,  and  in  fact  values  other  than  zero 
may  enhance  receiver  performance  whenever  jamming  is 
present.  With  the  above  stated  conditions,  the  probability 
of  error  equation  takes  on  the  fora  [Ref.  2] 


-j&m 
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) 


(2.  13) 


%.  =  -jERFC 


Hi 


<4I+ jERF)  sJ 


Ni+A 


where 


I 


NoiCT 


<*-  =  Si)  . 


B.  JAHHEB  OPIIHIZ ATIOH 


Dtilizing  Eguaticn  2.13  ,  the  affect  of  a  jammer  wave¬ 
form  can  now  be  studied  in  terms  of  its  impact  on  the 
receiver  probability  of  error.  A  discussion  on  tie  method  of 
optimizing  the  effect  of  n  j  (t)  on  the  receivec  probability 
of  error  is  now  pursued.  But,  to  be  able  to  compare  tae 
results  of  the  optimization  process,  the  recei/er  perform¬ 
ance  under  the  assumption  of  white  Gaussian  noise  only 
interference  should  be  noted.  If  no  jamming  waveform  is 
present  (i.e.  njlt)=0.)  the  term  d  is  zero,  and  Equation 
2.18  becomes 


(2.  19) 


By  expressing  Equation  2.19  in  terms  of  the  average  energy 
per  bit — Eb ,  and  the  normalized  signal  cross  correlation 
— p,  a  more  meaningful  fora  is  obtained.  That  is. 
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o 


Eb 


s»  satocLt 


so  that 


o 


Thus,  Equation  2.19  becomes 


ft  =ERFC[J1%7^ -  '  ’ 


By  noting  that 

3b/N„  =  signal  to  noise  ratio-SNE 
Equation  2.23  becomes 


Pt  =ERFC['|  SNRU-f)  '  ] 


Foe  orthogonal  signals,  i.  a.  r  =  0 . ,  Equation  2. 


(2.2J) 


(2.21) 


(2.22) 


(2.23) 


(2.24) 


4  becomes 
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i 


Pe  =ERFC  [sTsiTr- '  ] 


(2. 25) 


For  antipodal  signal s,  i.e.  ^=-1.,  Equation  2.2  4  becomes 


?t  =ERFC[42SNR  ■; 


(2. 26) 


A  plot  of  these  mathematical  expressions  results  in  the 
well  known  probability  of  error  'waterfall  ci rves'  of  a 
binary  receiver  operating  in  additive  white  Gaussian  noise. 

By  evaluating  the  derivative  of  Equation  2.18  with 
respect  to  the  cross  correlation  between  the  jamaer  waveform 
and  the  signal  difference,  d  ,  extramezation  of  the  prob¬ 
ability  of  error  can  be  obtained  [Ref.  2].  Sinca 

^  =  J^exP[-HlKVA1]/2]SINl-i(s%X'*-)  ,  (2.27, 

one  notes  that  due  to  the  behavior  of  the  SINH(xi  function, 

d  >0 

d=0  (2.  28) 

d  <  0 

Thus,  Pe  is  increasing  for  d>0  ,  and  Pe  is  decreasing  for 
d<0.  Therefore,  a  minimum  must  exist  for  the  iarivative  at 
the  point  d=0.  This  can  be  proved  by  evaluating 
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(2. 29) 


aVe 


I  -  e*P  [-  H Mi)/2] 


3d?  '  4irr 


Q 

We  observe  thit  SPe/©d*  >3  for  all  values  of  d.  Therefore 
the  minimum  Pa  must  occur  at  d=0.  The  presence  of  a  jamming 
waveform  will  always  cause  an  increase  in  Pe.  Also,  by 
making  d.  as  large  as  possible  in  magnitude  causes  an  as 
large  as  possible  increase  in  Pe.  In  fact, 


becomes 


dL-^oo 


2 


ERFC  (•<»)' 


or 


^  fe  -  3 

dr^OO 


(2.31) 


(2.32) 


This  result  makes  sense  for  it  states  that  as  the  jammer 
becomes  increasingly  powerful,  the  probability  of  error 
approaches  1/2.  Howevec,  the  jammer  model  will  be 
constrained  in  power  as  follows 


(2.  23) 


d<  -  (^i ,  S 


- 


M: 


S«L  j| 


with  the  inequality  due  to  Daucny-Schwarz.  Defining 

||  n  j  |  |  =  vjPn^,  where  Pnj  is  the  jammer  power,  the  term  |d|->oo 

implies  that  ?n^ -><»  when  |  Is^l  |<co.  Since  it  is  lot  possible 

to  have  infinite  jammer  power,  Pn^  will  be  constrained  to  a 

finite  value.  From  the  Cauchy-Schwarz  inequality  it  can.  be 

seen  that  Equation  2.33  can  be  male  into  an  equality  if 

n*  (t)  is  directly  proportional  to  s  .(t)  .  That  is 
a  °* 


M;  W  =  K  S.  It) 

i 


where  K  is  a  constant  of  proportionality.  Since  J|n-. 
K  must  be  set  to  the  value  Jpn^/iJs^ll  .  The  term 
now  be  maximized  by  setting 


d  can 


MjW  = 


Jjg.  SdM 

Sdl 


(2.35) 


Thus,  in  order  to  maximize  the  receiver  probability  of  error 

with  n:  (t)  constrained  to  have  power  Pn;  ,  set  n\(t)  as  given 
<i  Jo 

by  Equation  2.35.  This  results  in 
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=(& . 


SdL 


which  reduces  to 


d  -  -f  Hj~1!  ScL 


(2.37) 


Equation  2.18  can  now  be  written  as 


Using  the  definition  of  average  bit  energy-  Eb,  and  signal 
cross  correlation-  p,  Equation  2.39  can  be  simplified  to 


(2.39) 


Since  Eb/N0=  SNH,  and  Pnj/Eb  =  JSR  (jammer  to  signal  ratio) 
Equation  2.39  becomes 
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Analysis  of  Equation  2.43  highligots  the  fact  that  for 
increasing  values  of  JSR,  one  limit  of  integration  of  the 
appropriate  Gaussian  density  integral  remains  always  posi¬ 
tive,  while  the  other  crosses  zero  and  becomes  negative. 
That  is  J  1-p-  {  2  JSR  <0  occurs  at  JSR>(1-p)/2.  When  this 
'break  point*  occurs,  as  SNR  increases,  Pe  worsens.  That  is, 

Pe  increases  to  1/2  in  the  liait  as  SNR==>  ao  .  Jammer 

strategies  can  now  be  attempted  using  Equation  2.40,  and  the 
above  noted  'break  point’  effect  will  be  studied  and 

exploited. 

C.  DETERMINISTIC  JAMMING  FOB  PSK,FSK,  AND  ASK  MODULATION 

The  effects  of  deterministic  jamming  on  various  modula¬ 
tion  techniques  will  now  be  studied.  This  pcocess  will 
entail  the  use  of  a  deterministic  jammer  waveform,  and  its 
effect  will  be  evaluated  using  Equation  2.-K)  for  the 

following  modulation  techniques.  PSK  modulation  using 

Sj^AcosC^-t,  S„ (*) = A C OS (cjt -t  +■«■)  12. Hi) 

with  the  constraint  that 

»cT=nlT  n  an  integer. 

For  FSK  modulation  using 
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SJ^Acosoj^  ,  S0W  =-AcosoJ0^  0-l-T 


with  the  constraint  that 

(wl-wO)  =nTVT  ,  (w1+w3)  =eT/T  n  and  m  integers  , 

ASK  modulation  utilizing 


SJ^-Aj.SM  j  s0lt)  =  A0sCt)  04tiT  (2.43) 


where  we  assume  that  ||s|  |<Q3  and  for  convenience,  that 
A1> AO . 

Beginning  the  analysis  for  the  PSK  case,  ons  notes  that 


-  Z\  cos  ojc  i 


o  fc  t  £  T 


(2. 44) 


and  1 |SjJ | ={2a"T  .  Re  assume  the  jammer  has  power  constraint 
Pn  ,so  as  discussed  previously,  the  optimum  jammer  for  PSK 
is  given  by  Equation  2.35,  namely 


JL  cosoJ.t 

>  T 


04-t^T  (2.45) 


For  PSK  and  Eguation  2.40  becomes 


p  -  _L 


-L  +  JjSR  >1  +- 


ERChi^U- 


It  can  be  seen  that  whenever  JSR>1  in  Equation  2. 46,  ?e  will 
increase  with  increasing  SNR.  Tne  value  of  J3R=1  is  the 
’break  point'  for  PSK  modulation. 

For  the  case  of  FSK  modulation 


[C0s(^^i±j°)t]  °"t-T  (2.47) 


and  from  the  previous  assumptions  made  for  FSK  signaling. 


(2.48) 


If  the  jammer  has  power  constraint  Pn ■  ,  the  optimum  jammer 

0 

for  FSK  is  given  by  Equation  2.35  ,  namely 


COS  (. u)L->-ujo)t  04^47  (2- 

>  i  Jt  i  a 


It  should  be  noted  that  n^  ( t)  ,  the  optimum  jammer  for  FSK  , 
is  an  amplitude  modulated  waveform  with  spectral  lobes  at 


t  „'l  (r  3  U  *2 


half  the  difference  frequency  ud~ (wl -wQ) 
frequency  ws=(w1*wO).  For  FSK,  ^=0 
becomes 


and  hilf 
and  Egiaticn 


2.40 


P  -  — 

re  “  2 


.ERFCCJsnrN  1  + 


4- 


•ERF 


1  - 


(2.50) 


It  can  be  seen  that  whenever  JSR>1/2  in  Equation  2.50  ,  ?e 
will  increase  witn  increasing  SNR.  The  value  of  JSR=1/2  is 
the  ’break  point'  for  FSK  modulation,  and  is  typical  of  -3d5 
differences  in  performance  between  coherent  receivers  for 
PSK  and  FSK  [Ref.  3]. 

For  the  case  of  ASK  modulation 


Su.W  =(aj.-Ao)sW  0  4-14  t 


and 


If  the  jammer  has  power  constraint  Pa •  ,  the  opt  imam  jaamer 
for  ASK,  as  given  in  Equation  2.35,  becomes 


=  FftT"  -iW. 
g  A  s 


(2.53) 


For  ASK,  the  normalized  signal  cross  correlation  is. 


'  (A>  A l) 


(2. 54) 


By  defining  «C=  ( 1-  p  )  Equation  2.54  can  be  written  in  terms 
of  o<  ,  where 


(A.  -  Ai)2 

*  =  Ao^Ax1 


(2.55) 


so  that  Equation  2.40  becomes 


O  -  — 
>e-  2 


SN^|  4  <*  ' + 4  2iSR'J[ 
ERF  X^r-4aTSRr}] 


(2.56) 


For  ASK,  the  'breaK 
in  terms  of  'break 
JSR=1,  FSK  is  next 


point*  occurs  at  JSR=®V2.  3»cause  «<<1, 
point'  efficiency  PSK  is  aighest  with 
highest  with  JSR=1/2,  and  ASK  is  lowest 


with  JSRC1/2. 
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D.  WEIGHTED  SIGNAL  JAMMERS 

With  the  knowledge  that  the  optimum  jamner  waveform 
takes  on  the  mathematical  form  given  by  Equation  2.35  ,  a 
variation  on  this  form  can  be  effected  by  defining  a  jammer 
waveform  to  be  a  weighted  normalized  sum  of  the 

signals  sc(t)  and  s^ft).  That  is 


N-  (t)  =•  ai  +  ao  S°  ^ 

^  II-  II  ll  „  !  i 


This  jammer  waveform  can  be  shown  to  obey 


(2.57) 


M: 


(2.58) 


Analysis  involving  this  jammer  waveform  will  be  applied  to 
PSK  and  FSK  signaling  for  which  list||=||s0  ||.  Thus, 
Equation  2.58  can  now  be  written  as  (using  I  I  s  1 1  =  ||s0M) 


2  2 


2  0-^0  f 


(2.59) 


where  p  = 
simple  to 
follows 


signal  cross  correlation, 
demonstrate  that  jjn-  |  |l 


Since  |<p|  £  1,  it  is 
will  be  constrained  as 
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(2. 60) 


(^xr\T  -  |nJ  1  £(«*.♦**  )*■ 

For  a  power  constrained  jammer  waveform  the  weighting  coef¬ 
ficients,  a0and  ax  ,  mast  be  chosen  so  as  to  satisfy  this 
constraint.  The  inner  product  of  the  jammer  waveform  and  the 
signal  difference,  d  ,  (as  noted  in  Equation  2.13)  becomes 
of  primary  interest.  is  previously  discussed,  as  d 
increases,  so  does  Pe.  Therefore,  for  the  defiled  weighted 
jammer  waveform,  Sguation  2.18  becomes 


Soi 

I 


Using  Equation  2.18  and  the  assumption  of  equal.  bit  ener¬ 
gies,  |  |sol |  *  1 1  s^l | ,  the  following  expression  for  Pe  is 
obtained. 


Since  for  equal  bit  energies, 

Eb  =  1/2(iJsJ|l  ♦J|so||l)=  iisjl* 
Equation  2.62  becomes 
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For  PSK  modulation,  p=-1,  so  that  Equation  2.59  becomes 


+  a. 


(2.64) 


or. 


(2.65) 


For  Pn^Eb  =  JSH,  and  Eb/f^  =  SNR  Equation  2.63  becomes 


t  * 


(ERFC[-JiiNR>-  [i -  j  xsr  'J  ] 
ERF  [-JlSN«'-|’jL+  JtsR  'J  ] 


(2. 66) 


Observe  that  this  result  is  identical  to  that  oatained  when 

n;(t)  is  given  by  Equation  2.45.  Since  (a,-a_),‘=  Pn;  ,  and 
<*  a.  ^  ^  °  « 

lls^l  l*i  |S0  |J*  afcr/2=Eb,  it  can  be  seen  that  Equation  2.57 

becomes 
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N-W- ^(^-a,)Ac°scjct  =[ft?  |Xcosu;tt 


(2.  67) 


which  is  identical  to  Equation  2.45.  The  choice  of 
a  u  and  a0  is  not  important  provided  that  the  power 
constraint  is  met,  i.e.  (a^-ao)1  =  Pnj .  It  mast  be  noted 

however  that  if  a^  =aQ  ,  n-  (t)=0  ,  and  the  jammer  waveform 
clearly  has  no  effect. 

For  FSK ,  •p'O  ,  and  Equation  2.59  becomes 


i  t  i  n 
N.  =  *  °*o  =  Pm; 

d  6 


<  =  P*  -  -O 


Define  now  the  following  variables 


(2.68) 


(2.  6S ) 


-  UOli  = 


1  -  a,  a  * 


IB, 


(2.70) 
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For  the  noted  power  constrained  jammer,  a  real  value 
for  aQ  and  ax  must  exist,  such  that  the  power  constraint  is 
satisfied.  That  is,  it  must  be  true  that  L-  >  O 

This  implies  that  Observe  now  that  from  Equation 

2.57  that 


►^’-o  j  N-U)  «C  ^^x-t 

►a  -  *  {=£  \  N;  W<I  -  cos  +  cos  u>0t 

i  (2.71) 

0±R=0  — * 

►  aoe=iff^>  C  «*<•».* 

Each  condition  on  the  weighted  jammer  waveform  can  be  asso¬ 
ciated  with  its  effect  on  the  FSK  modulated  waveform.  The 
first  condition  of  Equation  2.71  ,  ^xr  —  t  -i- 

can  be  thought  of  as  'mark'  channel  jamming.  The  second 
condition,  O-xr  =;  i 

can  be  thought  of  as  'mark  and  space'  channel  or  'equal' 
channel  jamming.  The  third  case  can  be  thought  o:  as  'space' 
channel  jamming.  Using  the  notation  from  Equation  2.68  , 
Equation  2.  18  becomes 


(2.72) 


In  terms  of  SSR  and  JSR,  Equation  2.7  2  becomes 
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j }ERFC[J  SNR  a >  J  JSR.'  [a.,- «*j|]  + 
ERF  [-JSNRU-  JjIr!  [a^-aujfll 


(2.  73) 


Equation  2.73  provides  a  means  for  studying  the  effect  of 
varying  the  weighting  coefficients  aoft  and  on  the 

receiver  probability  of  error.  Performance  oacomes  obvi¬ 
ously  a  factor  of  the  amount  of  weighting  or  o n  how  much 
each  channel  is  being  jammed.  From  Equation  2.73  one  can  see 
that  if  (a^-a^  )  =0  ,  which  implies,  aift  =a0R  ,  the  ’equal* 

channel  jamming  case,  the  jammer  waveform  has  jo  effect  on 
the  probability  of  error.  Due  to  the  require¬ 
ment  that  a^  «■  a*  =1  ,  the  ’equal*  channel  jamming  case  can 

occur  only  when  a0«.  =aiA =  -  fX'  "  This  case  of  ’equal’  channel 
jamming  ineffectiveness  can  also  be  surmised  by  noting  that 
due  to  the  orthogonality  conditions  imposed  an  the  FSK 
signals,  d=0.  Thus,  under  the  stated  conditions,  the  jammer 
is  completely  ineffective. 

From  Equation  2.73  one  can  easily  see  that  jamming  the 
’space’  channel  is  equivalent  to  jamming  the  ’mark.’  channel. 
If  aO(<  =  0  ,  then  by  the  constraint  afl£  *aj^  =1  ,  a ^=1  and 
Equation  2.73  becomes 


)ERFC[JSNR'|l+  JtsrT 
ERF  [-) SN R  [l-  J  JSR 


(2.74) 


In  this  case  the  breakpoint  occurs  at  JSR=1.  Compared  to 
the  optimum  jammer  waveform  in  which  the  breakpoint  for  FSK 
modulation  occurred  at  JSR= 1/2  ,  single  channel  jamming  is 
clearly  less  effective. 

By  choosing  a  combination  of  weighting  coefficients,  one 
can  show  that  ’partial*  jamming  of  both  cnannels  tends  to  be 
less  effective  than  single  channeL  jamming.  Consider 
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'fi"1  JL  i  i 

ana  a^  =  ^  ,  so  that  a o<? +  aiA  =  1  '  1S  sati-3fiea* 

Eguation  2.73  becomes 


.  :.en 


'{1+  -l3'se.'[JT1-l](4j> 

erf  $m\i-  JisR,[jr-ay1]]}  ,2-75) 


H 

with  a  breakpoint  at  JSR=  |-^p  _  jQ  i  ,  or  JSB  =  7.46. 
Comparing  this  to  the  breakpoint  of  JSR=1  for  single 
channel  jamming  it  is  evident  that  single  channel  jamming  is 
the  more  effective  method. 

Note  however  that  for  the  special  case  when  ao  =-ax  , 
fixing  ff*  •  Sguati°Q  2.61  becomes 


cL-  $i.  f_  -  ^a,i. 


(2.76) 


and  therefore  for  FSK  modulation,  (i.  e.  ^=0.),  Eguation  2.63 
becomes 


ERFC[JSNR'  [i  +  JaiSk'}  ]  + 
ERF  EJSNR  '^-  ]] 


(2.77) 


This  eguation  is  identical  to  the  result  obtained  for  the 
optimum  jamming  waveform  case  noted  in  Eguation  2.50  .  Thus 
this  special  case  of  the  weighted  signals  jamner  is  also 
optimum  since  n r  (t)  in  this  case  is  identical  in  form  to  the 

v 

optimum  jammer  given  by  Eguation  2.49. 
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E.  FfiEQOEHCY  MODULATED  JAMMING 

A  method  of  jamming  through  a  frequency  a  and  with  a 
•spot'  or  deterministic  jammer  can  be  modeled  using  a 
frequency  modulated  jammer  waveform-  The  mathematical  node! 
used  for  an  FM  jammer  is 

n- W)  -jaftj'  ^N[wst  +  k 


After  integration  Equation  2.78  becomes 


^  SiMUJjt  +  @  J  o ^ 't  — T  (2.79} 


where  ^  w,  and  ©  is  a  deterministic  phase  angle.  The 
instantaneous'1  jammer  waveform  frequency  is 


UJ  i  W  — 


P 


ujj  COSudj  t 


(2.  80) 


and  covers  the  frequency  range  from 

(ws-£ur  )  to  (uas  +  j3wj  ) 
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as  depicted  in  Figure  5.11  .  Assume  that  w3T=2-rr  1  ana 
wjT=2irk  ,  where  1  and  k  are  integers.  As  in  previous  anal¬ 
yses/  in  order  to  determine  receiver  performance,  the  param¬ 
eter  d=  (nj  ,Sjj  must  be  evaluated.  From  Equation  2.79 


+  [Bsim  u>j  t]  dt 


(2.81) 


where  the  deterministic  phase  has  been  set  to  zero  for 
computational  ease.  For  PSK  and  FSK  modulation,  s^(t)  will 
be  of  the  form  Qsinw^t  (fief.  2  :p.  20].  The  integral 
that  will  have  to  be  evaluated  is  of  the  form 


SvwJoJ^t  +  P  SIM  S IM  dt  . 


(2. 82) 


Using  trigonometric  identities.  Equation  2.  82  can  be 
expanded  as  follows 


By  using  the  well  known  BESSEL  function  coefficient  expan¬ 
sion  for  each  cosine  term  in  Equation  2.83  the  following  is 
obtained 
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Sa)=  \h%Li  ' D  \  ^  JN(^>0S  [(ws-«^)  + 

cl  vJ0  (n»-oo 

£  JUg>0S  [(‘*vuv)  * 


After  integration  Equation  2.84  becomes 


MoJj  jt 

■i 


1+_(2. 54} 


MiO;  jtj  cU. 


(^.^r^TDEX1 


S\wi 


-  u)o^  +  N  uJj 
HuatuJo.) 


+  WoJ^j 


T 


+  ul^  +  Nlu)^  J 


(2.95) 


For  PSK  modulation,  the  bandwidth  of  the  ?S(  signal  car. 

) 


be  effectively  limited  to 
(  -  HJ£ 


O Jr  -+- 


Mir 
c  t  T 

as  this  range  contains  over  30%  of  the  signal  energy.  Thus, 
the  upper  and  lower  bounds  of  tne  instantaneoa s  frequency 
discussed  in  Equation  2.80  can  be  made  to  coincide  with  tne 
signal  bandwidth.  That  is,  we  set 


Y-=UJs-&wi  )  =uJS4-gwj  (2.86) 


00  i  =  }  P  uJj  ■=  ^ 

By  earlier  assumptions,  note  now  that  p  =  -£  ,  where  the 
integer  k  determines  the  number  of  times  the  jaaaer  waveform 
will  sweep  the  signal  band  in  one  bit  interval,  T  .  The 
cross  correlation  between  the  jammer  waveform  ani  the  signal 
difference.  Equation  2.86  can  now  be  written  as 


38 


(*.  Si)=J  ift;  ' AT  £  1 

J  “WiT  jiw,«.-T 


T1  (2.57) 


for  D=2A  ,  and  wc=va=ws.  The  term  SINC(iwT)  will 

be  zero  for  all  integers  n,  except  n  =  0  ,  due  to  the 

assumption  vr=2ric  .  The  second  term,  SI NC  (  (2w 5  +nw.  )  T)  is 

0 

also  zero,  except  when 

n=riwi/uo-  )  =  )  =  [~2%  >«  r 

One  should  note  that  r  need  not  oe  an  integer.  From  these 
simplifications  Equation  2.  87  can  now  oe  written  as 


(*i,sO*AT|ifr]"'  [J.(e)-I(f3)j  <2-33’ 


where  Jr(^)  is  zero  if  r  is  not  an  integer  [Ref.  4  :p.  244]. 
Since  the  average  bit  energy —  Eb^A1 1/2 ,  and  SHR=Eb/>!o  from 
Equation  2.88  one  can  derive  an  expression  for  the  integral 
limits  of  Equation  2.18,  namely 


Sjkt  a  ]  =  JaiN?  [it  JjSR  jj0(P)- Jr(p)j]  . 


(2. 89) 


From  Equation  2.89  the  receiver  performance  can  oe  obtained, 
and  is  given  by 
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Wc[iasw'[i--  Jjsr: ^o(P)~  Jr(B)Jj + 
ERF  [-J}SNR[l  +  -P^^o(p)-Jr(&)}]} 


(2.  3J, 


The  breakpoint  associated  with  the  jamaer  waveform  Leung 
analyzed  when  a  ?SK  coherent  receiver  is  used  occurs  at 


[j.(p)  -  Jr(p)}  1 


(2.91) 


The  behavior  of  the  breakpoint  is  highly  dependent  on 
several  factors,  namely  the  value  of  and  wnether  or  not 

r  (which  is  a  function  of  the  integers  1  and  k)  is  an 
integer.  The  breakpoint  can  occur  for  small  or  Large  values 
of  JSR.  If  r  is  not  an  integer  the  breakpoint  will  occur 
at  JSfi=  Vj0(p)X  .  In  order  to  make  the  jamaer  as  effective 
as  possible  it  is  desireable  to  have  tnis  breakpoint  JS?, 
value  minimized.  This  can  be  accomplished  by  making  |3  as 
small  as  possible,  which  from  the  earlier  assump¬ 
tion  that  M  a/*  is  equivalent  to  making  k  as  large  as 
possible.  Thus  for  PSK,  the  greater  the  frequency  with  which 
the  jammer  sweeps  the  signal  band  over  the  bit  interval,  the 
more  effective  the  jammer.  This  result  can  be  obtained  from 
another  point  of  view.  The  jammer  waveform  of  Equation  2.78 
can  be  put  in  the  form 

N,  It)  =Jl  8.:  Y2  ■ 

0  K»*oo 

Sith  ws  *  wc  and  w j  =  2trk/r,  as  k — >°o, 

Nj  w  =  J  ap-j'  t 

where  liaB  -  0 . 

<-*oo 


40 


The  jammer  becomes  a  tore  at  the  carrier  frequency  which  nas 
been  demonstrated  to  be  optimum  for  PSK  modulation. 

For  FSK  modulation  the  analysis  is  somewhat  aore  compli¬ 
cated.  The  FSK  signal  covers  approxiamtely  the  hand 

f ,  .  mjt  q-rr  I 

Lw°  r  >  u>^+‘  t  J 

The  midpoint  frequency  is  ws= 1/2  {w 1* vQ) ,  so  toe  instanta¬ 
neous  jammer  band  is  chosen  such  that 


<-Os-{3uj^=  U0-  oOs  -4-  p  U)j  =  uJj,  v  .  <2*92> 


Equivalently  this  means  that 

^  •  (2.93) 


For  FSK  signaling  we  assume  that 


(u»i.-W o)  =  ^T/r)(wi+UJo)-  mir/*r  (2.94) 


where  1  and  m  are  integers,  and  as  previously 
discussed  w:T=2TTK.  From  Equation  2.93  it  can  be  seen  that 


p  --  U  44  -  H] 


For  FSK, 


$dC-t)  =  As^°°x^  "  A  t 


(2.97) 


so  that  Equation  2.81  becomes 


(ij.  iS<Jl)=  ^  A  JO.  PLj  SIN  [siNuj^t - J  (2.98) 


In  this  expression  for  d  ,  the  BESSEL  function  coefficient 
expansion  can  be  utilized  to  yield 

(V*  >1^  £  J-(?)  - 


H*-00 


S»N 


♦NwJt 

*““Jr 

[a.  ^OJ^+uJo^Nuj] 


U 

& 

3 

1 

-1 

I^WlTWo) 

SIN 


[jr(uv»3ufc)+Ou^- 


Li'l 

•lrJ 
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Due  to  the  assumptions  involving  w  ,  w0  ,  and  »•  ,  Equation 
2.99  reduces  to 

(«; ,  Si  >  J  1ft:  '  Jm(£)  [smir^K-%)  _ 


_  SINTt£nk+^)  c 

iU4ir(WK+l^-«/2  J2' 100) 

TT(2rtK*K\ttyl) 

7T(W4) 

TT(*NK+M- Vi) 

If  1  is  an  even  integer.  Equation  2.100  at  in  st  contains 
four  terms.  These  four  terms  can  exist  only  if  the  argument 
of  all  SINC  functions  is  zero.  The  four  terms  and  their 
respective  values  of  n  that  make  the  SINC  function  arguments 
zero  are  as  follows  £Ref.  2  :p.  23] 

JaS^TJ^k)  nx5'(m' 

J3KVTJ.0)  Nj  =  -  %  K  U'’01’ 

By  definition  of  the  BESSEL  function,  the 

values  of  n (i=1,2,3,4)  ,  must  he  integers.  If  these 

values  are  not  integers  the  associated  terms  are  equal  to 
zero.  Once  again  the  effect  of  the  jammer  largely  depends  on 
the  number  of  sweeps  over  the  band  of  the  FSK  signal.  From 
Equation  2.18  one  can  obtain  receiver  performance  for  the  1 
even  case  as  follows 

pe=i  Cerfc[JsnT{.l+ 

*  erf  [-JsnT{i-  02 j]J , 

with  the  breakpoint  occurring  at 
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(2. 103) 


Attempts  to  minimize  this  value  or  JSa  are  not  is  direct  as 
for  the  PSK  case  in  which  increasing  the  nuabac  of  sweeps 
per  bit  interval  (k)  was  found  to  be  optimum  for  jamming 
purposes.  Increasing  k  will  tend  to  be  detrimental, 
unless  the  integer  relationships  stated  in  Equation  2.101 
can  be  maintained.  Since 


W  - 

E  -  1 

to  5-00 


there  exists  the  possibility  that  the  values  of  l,k,  and  a 
can  be  chosen  to  cause  the  denominator  of  Equation  2.  103  to 
approach  unity,  and  thus  would  approach  the  value  of  the 
optimum  jammer  breakpoint  for  FSK  signaling  noted  before. 

F.  NEAH  OPTISOfl  JAHHEBS 

It  has  been  shown  that  a  jammer  waveform  specified  by 
Equation  2.35  is  optimum.  this  conclusion  was  derived  from 
the  implications  of  the  CA'JCHY-SEHWARZ  inequality  as 
analyzed  in  section  B.  The  uniqueness  of  tais  optimum 
jammer  is  however  not  guaranteed,  and  therefore  the  exis¬ 
tence  of  some  other  jammer  waveform,  with  the  same  power 
constraint  Pnj  that  maximizes  d  ,  is  possible.  Since,  an 
optimum  jammer  has  been  determined,  efforts  to  find  other 
optimum  jammers  would  be  redundant  in  nature,  iowever,  it 
can  be  demonstrated  that  simple,  effective  jammers  that 
obtain  near  optimum  performance  can  be  found.  lae  effect  of 
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these  near  optimum  jammers  on  PSK  and  FSK  signaling  will  now 
be  studied. 

As  a  method  of  jamming,  we  choose  a  jammer  waveform  tnat 
is  a  simple  binary  signal.  Assuming  PSK  modulation,  the 
signal  difference  is  given  by  Equation  2.44.  Instead  of 
the  optimum  jammer  for  PSK  noted  in  Equation  2.  45,  a  near 
optimum  jammer  is  proposed  and  defined  by 

SlKi  CJc.'t  >  O 

04^T.  (2.  105) 

cjtt  <0 


r 


Niw  =  1 


L 
-L 


The  jammer  power  is 


M- 


NJT  k*.  -  ^  Ri; 

UJ  t  i 


(2.106) 


with  wc=nV/T  ,  n  an  integer.  From  Equation  2.105  it  is  clear 
that  l^(Enj/T)'  .  The  value  of  L  can  now  be  used  in  Equation 
2.18  to  obtain 


Maximizing  d  produces  the  largest  increase  in  ?e,  and  for 
PSK 
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=  A  JlT' 


(2.  103) 


When  d  of  Equation  2.107  is  compared  to  dwax  one  can  see 
that 


dL  _ 


T-l  P.jjr  '  A 

0 


(2.109) 


That  is,  the  simple  binary  jammer  achieves 
that  is  90%  of  the  optimum  value  dmax. 
performance  can  be  determined  with  the  aid  of 
This  yields 

r  c 


p.  =  t 


ERFC[JSNR  ' (JT-1* £  JXSR  ‘j]  + 
ERF  Bl  5MR  ‘{n-1-  JSR'j]] 


a  /alue  of  d 
Tie  receiver 
Equation  2. 19. 


(2.  1 10) 


From  Equation  2.  110  ,  the  breakpoint  occurs  at 


JSR  =  [OIl£]1=  if  —  L2  3 


(2.  Ill) 


Compared  to  the  optimum  case  breakpoint  of  J5F=1  ,  the  near 
optimum  jammer  waveform  yields  a  breakpoint  wiich  is  23% 
higher. 
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A  similar  fora  of  jammer  waveform  can  be  applied  to  J5.\ 
signaling  however  the  analysis  of  the  jammer  effect  on  ?~ 
becomes  somewhat  complicated.  A  binary  jammer  signal 
would  be  at  a  constant  jammer  level  (tL)  '  and  inter¬ 
acting  against  s  (t)  which  for  FSK  is  a  sinusoidally  varying 
envelope  amplitude  modulated  signal.  The  desired  jammer 
effect  against  the  oscillating  envelope  of  s^(t)  would  be  to 
use  a  multi-level  jammer.  The  jammer  could  then  jam  at  a  low 
level  when  s^ft)  is  maximum,  and  jam  at  a  high  level 
when  s^(t)  is  minimum.  Such  a  multi-level  jammer  would  be 
effective  in  theory,  but  difficult  to  realize  in  practice. 
For  this  reason  the  near  optimum  jammer  for  FSK  signaling 
will  not  be  further . analyze d. 

G.  ADDITIVE  BOISE  J ABHEHS 

All  previously  discussed  jammer  waveforms  nave  been 
treated  on  the  basis  of  a  deterministic  model.  tf  we  assume 
a  jamming  waveform  n  •  (t)  ,  where  n;  (t)  is  a  sample  function 
of  white  Gaussian  noise  process  having  powar  spectral 
density  level  of  Nj/2  Watts/Hz,  and  is  statistically  inde¬ 
pendent  of  the  additive  noise  n(t|  ,  tne  received  signal 
will  be  of  the  form 


r(x)~  +  +  <1=0,1.  ofet^T  .(2*112) 


From  Eguation  2.8  the  conditional  mean  of  the  statistic  G 
becomes 
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and  the  conditional  variance  becomes 


(2.  113) 


VAr(g/s;}  =[ 


(2.114) 


Knowing  the  conditional  mean  and  variance  of  3  the  prob¬ 
ability  of  error  (from  Eguation  2.13  ),  with  the  assumption 
of  eguiprobable  signals  becomes 


c 


Pe=ilERFC[|Hari  +  ERF[. 


EwlW) 


(2.  115) 


J 


or 


(2.  1 16) 


Kith  SNE»Eb/Na  and  JSR=Nj/Eb  Eguation  2.116  cai  be  written 
in  the  form 


Pt-ERFC[ 


SMRU-I") 
(11*  SUR-TSR) 


(2.  117) 
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xs  r.ot 


From  this  equation  one  can  note  that  the  term  JS- 
isolated  by  nature.  The  change  in  receiver  jecfDriance  w  it*; 
respect  to  the  SNR  will  provide  insight  as  to  : he  interac¬ 
tion  of  JSR  [Hef.  2  :p.  7].  Thus, 


aft  _-±  Ji -f 


3smr  jin'  alsNT^sNR-js"^ 


exp 


SNR(l-f) 

2.(1*  sViR*  JSR) 


(2. 1  18) 


and  for  all  values  of  SNR>3  ,  and  JSR>0  ,  / 9  SUR 

is  negative.  This  clearly  means  that  ?e  is  a  decreasing 
function  for  increasing  values  of  SNR,  or  in  other  words  the 
receiver  performance  improves  with  increasing  SN3  .  In  order 
to  understand  this  behavior.  Equation  2.113  and  Equation 
2.114  must  be  analyzed.  The  difference  between  the  additive 
noise  jammer  waveform  and  the  deterministic  jammer  waveform 
is  obviously  that  the  former  method  influences  the  variance 
of  G,  but  not  its  mean.  The  effect  of  the  da terministic 
jammer  on  the  mean  of  G  causes  the  system  performance  to  be 
threshold  dependent.  As  the  jammer  power  increases  the  mean 
value  of  G  increases  to  the  point  that  when  G  is  compared  to 
the  set  threshold,  almost  always  3  exceeds  tie  threshold 
malting  decision  errors  almost  half  the  time.  For  the  addi¬ 
tive  noise  jammer  such  effects  do  not  occur  due  to  the  fact 
that  the  constant  mean  of  G  is  unaffected  by  the  jammer 
power.  By  this  discourse  it  becomes  mathematically  evident 
that  additive  white  Gaussian  noise  jammer  waveforms  are 
considerably  less  effective  than  deterministic  jammer  models 
of  the  form  of  Equation  2.35  when  systems  operate  with  a  set 
threshold. 
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H.  VARIABLE  THRESHOLDING  EFFECTS 

It  is  nog  clear  that  when  a  fixed  threshold  value  is 
used  by  the  receiver  the  effect  of  the  jamaer  waveform  is 
such  that  the  receiver  may  be  rendered  inoperable.  It  there¬ 
fore  becomes  desireable  not  to  set  the  threshold  level 
to  zero,  but  rather  to  make  it  adaptive  in  uature.  By 
expressing  Eguation  2.18  in  the  form 


(2.  1 19; 


where 


we  now  can 
of  ^ 


attempt  to  minimize  Pe  by 
.  Evaluating 


an  appropriate  choice 


(2.120) 


and 

St = & (^-  * 


it  becomes  simple  to  show  that  at  % =j^ 


(2.121) 


50 


Thus,  Pe  is.  minimum  when 

V  =  jR-j  'll  Sill  • 

The  receiver  normally  would  have  no  knowledge  o:  the  jammer 
power  and  can  therefore  only  estimate  the  value  of  Pn^.  If 
the  estimate  is  'correct’.  Equation  2.119  becomes 


Pc=erfc[s%nJ 


(2. 123) 


and  the  effect  of  the  jammer  is  completely  removed.  In  fact. 


-J  No 


so  that  Equation  2.  123  becoaes  simply  the  expression  for 
receiver  performance  in  additive  white  Gaussian  noise.  If 
the  estimate  of  the  value  of  Pnj  is  'incorrect',  the 
incorrect  value  of  X  will  cause  an  increase  in  Pe 
since  O  .  Thus  adaptive  thresholding  is  extremely 

effective  in  theory,  but  due  to  the  receiver's  inability  to 
'know'  the  jammer  power,  it  is  difficult  to  implement  in 
practice. 


III.  EFFECTS  OF  DETERMINISTIC  JAMMERS  ON  M;ART  3KTHCGONAL 
'  RECEIVERS 

A.  M-ABI  ORTHOGONAL  RECEI7EB  MODEL 

Having  studied  the  effect  of  deterministic  jammer  wave¬ 
forms  on  binary  coherent  receivers,  the  next  logical  step  is 
to  analyze  the  effect  of  jammers  on  an  M-ary  orthogonal 
coherent  receiver.  It  has  been  demonstrated  that  the  use  of 
multiple  signals  can  improve  the  performance  of  a  digital 
communication  system  £Ref.  5  :  p.  249].  In  fact  through  the 
use  of  multiple  signals,  or  *M-ary'  communicati on  designs, 
effective  use  of  channel  bandwidth  and  data  throughput  is 
obtained.  The  performance  of  a  ooaerent  M-ary  receiver  is 
determined  in  much  the  same  manner  as  for  the  o  inary  cohe¬ 
rent  receiver.  The  coherent  M-ary  receiver  utilizing  M 
correlators  is  known  to  be  optimum  for  the  reception  of  one 
of  M  orthogonal  signals  in  additive  white  Gaussian  noise 
[Ref.  1  :p.  180].  The  corresponding  receiver  structure  is 

shown  in  Figure  5.17.  This  chapter  is  devoted  to  investi¬ 
gating  the  effect  on  the  coherent  M-ary  correlator  receiver 
performance  due  to  the  presence  of  jamming  and  additive 
white  Gaussian  noise. 

The  fact  that  one  of  M  possible  signals  may  be  received 
every  T  seconds,  is  expressed  in  terms  of  M  by 
hypotheses  H  ,i=(1,...,M)  as  follows 

H j. :  rCO  -  *  n  <*)  *  n j  l*) 

VV  r(0=  VW*-  n  to  NjW 

rtj :  HO  =■  Sc  to  *  M  W  Nj  U) 

* 

r  to  =  S„W  +  H) 
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Assume  furthermore  that  the  signals  are  orthogonal,  have  the 
same  energy  (||s*||2‘  =  Eb  Cor  all  i)  ,  and  that  all  signals 
are  equally  likely  to  be  transmitted.  Using  tie  Kronecxer 
delta  notation 


(3.1) 


the  cross  correlation  between  any  two  signals  becomes 


T 

W  Sj 


w  d.t  =  Eb<rc 


(3.2) 


1 


The  jth  correlator  output  will  be  3j=*(r,sj)  ,  with  Sg 

being  conditionally  Gaussian.  Analyzing  the  conditional 
statistics  of  Gj,  we  have 


E;£6i]= 


or  equivalently 


E-i  ~  E^Si/sLU)TRAU5m»TT£0^ 


(3.4) 


Expanding  Equation  3.4  results  in 


=  E  ^(Sc  +N  +  N] ,  -  E  (m  ,  Sj)  ♦  (Nj ,  SJ]  ,( 

From  Equation  3.2  and  due  to  the  fist  that  =0  , 

Equation  3.5  becomes 


E;  £Gil  ~  Eb^j  <4 


(3.6) 


where  d^  =  (nj,sj  ) 


Similarly  the  variance  is  as  follows 


vftRifo]iVA*£siAiW  TeAWSmiTTEO^  (3.7) 


which  becomes 


VAR;£6il=E^Nj,s^i]='T'Ek"  (3-3> 


B.  BECEI7EB  PEBFOB  HAHCE 

The  expected  value  of  the  product  of  any  two  correlator 
outputs  given  that  s*(t)  was  transmitted  results  in 
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'  E[(s^irMj,si)(s,:"''M+Nj>  s*)^ 


(3.9) 


E,fcG*}=  £ [C^i , («^> , 5^] [Cs>: > s*c>(n , s ^ ^ s ^ ] 7  o.  io) 


Since  the  noise  is  zero  mean,  we  obtain 


■  Cs ^Hs ( i s ^ (n i > 0 ( s  1  s +  E ^ 1  ^ s 
(*»*XNi>**V  K^iX^id  • 


(3. 11) 


Due  to  the  orthogonality  assumptions  and  the  above  noted 
mean  and  variance  expressions.  Equation  3.11  reijces  to 


*  Eb  +  >^Efc<r^K+<J*Efe<r^*  djdK 


(3.12) 


From  Equation  3.12  the  following  conditions  oa  E' 
apply  for  j/*k 


E;lsi6*3  5 


and  for  j=k 

Et!«s1  = 


r 

L*i 

L*< 

4  d^Eb -*-<*}  d-K 

c*i 

t’K 

jA<Eb  + 

• 

(3.  13) 


The  deters inatio n  of  probability  of  error  cm  be  deter¬ 
mined  by  first  evaluating  the  conditional  prooability  of 
making  a  correct  decision.  That  is,  if  Hi  is  true,  no  error 
is  made  if  G  <g  for  all  jj*i,  or 


P  £nO  ERROR  /s-t^  TR/VJSfh  ^  TT60^  =  p  ERROR  /  ^  ^  ^  ■= 

p[ei  <‘ y  i  ]-  v  ■  •<  ■  ■■  > M  ^m,ir6D).(3.  i4> 


This  results  in 


oo 

P[mo error/ rt^a  jp  {Gl<  <Si>...>Gc-<L<^6ua.<^i,-.  (3>  15) 

•CO 

where  M  is  the  number  of  orthogonal  FSK  signals.  From  the 
assumption  that  the  correlator  output  of  each  of  the  3  chan¬ 
nels  is  statistically  independent  of  any  otaer  channel 
output,  or  the  condtional  probability  of  no  errar  becomes  a 
product  of  the  joint  probability  functions.  Because  Si  is  a 
Gaussian  random  variable  £ai(g;  )  is  a  Gaussian  prob¬ 

ability  density  function.  Each  of  these  Gaussian  probability 
density  functions  can  be  expressed  through  use  af  the  error 
function  as  follows  [fief.  3  :p.  393] 
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pfGr<Gl)...;^c-i<Gt>GL^<Glr..)SK,^GL/HL|Si^i3. 1=) 

^  -TT-  r  -  dQ  .-,  J 

The  mean  and  variance  of  3i  have  been  presented  in  Equation 
3.6  and  Equation  3.8  Thus,  Equation  3.15  becomes 


P(no  error} 


r  M 

\  TTp-di 

j  iieri 

r'L4MoEb/x  J 

(3.  17) 


With  a  change  of  variables  this  reduces  to 

r00 

P{no  error/Hl]=  \7TeRf[^  ^  ' 


'co 


-exp^'vijdLj . 


(3.  18) 


This  expression  for  the  probability  of  no  error  occurring 
given  that  s  *  (t)  was  transmitted  can  be  extended  to  all  3 
channels  by 


p  [no  error]  =  £  P[no  bekor/^  ■  p  {  w.] 

V.-1 


(3. 19) 


For  the  M  equally  likely  signals  case,  P(Hi)=1/!l  .  Using 
Equation  3.19,  the  M-ary  receiver  probability  of  no  error 
becomes 
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(3.23) 


J  i  * 


The  receiver  probability  of  error  oecoaes 


p  =  1-  P[mo  E«cr] 


(3. :i) 


To  put  this  expression  in  a  acre  workable  fora  define  the 
error  function  as  follows 


,  .  r  n 

^rLv  JnoE.7  r  J 


1 1  1 
l-1  •  — ; 


and  the  Gaussian  density  f  U  net  _  j  0.  is 


= 


e-'iVa 


(3.23) 


Froa  Equation  3.21  it  follows  tnat 


i-^-£  tN1iWa3 


:3. :4) 


From  this  general  expression  for  toe  prorabiiity  or 
a  H-ary  FSK  receiver/  analysis  can  ne  performed  :c  s:,: ; 
effect  of  various  jammer  waveforms. 

C.  JAMMER  MODEL 

To  proceed  further,  several  assumptions  mist  re  .-.id- 
concerning  the  jammer  waveform.  Ine  jammer  must  satisfy  the 
power  constraints  imposed,  that  is 


25) 


From  the  CAUCHY-5CHWARZ  inequality,  the  cross  correlation 
between  the  jammer  and  the  kth  signal  will  he  upper  bo  a:,  del 
by 


(3. 2b) 


for  (k  =  1,2,..  .  B) .  From  these  assumptions,  supj-jse  a  poten¬ 

tial  jammer  is  a  weighted  sum  of  the  signals,  or 


Nj  M  =  Jj  \  ^ li) 


(3.27) 


From  Equation  3.25  the  jammer  power  must  be 


A 


rTv,  <v>  m  yi  .  y 

j  E  Ewi^IV  . 

°£ei  H-l  2.-S1  n-J.  £  =  l 

where  E  ,  is  the  KR CHECKER  delta.  Also,  note  tin  t 
CN 


y\  y\ 

"(  ^_1  S4'  S0  =  ^jSk)-  ■L”*tV' *  (3.  : '1 


1*Jl 


fi.  =  L 


For  the  potential  weighted  sum  jammer  defined  by  Equation 
3.27  ,  choose  first  the  case  of  eguai  signal  weighting,  or 

HjM  -  °~  /^~!  slW  ■ 

i  =  L 

From  this,  the  weighting  limitations  based  on  tue  assumed 
power  constraint  follows  from 


(3.31) 


d 


*- 


a 


K=  i j  •**  ^  ~ 


(3. 32) 


The  argument  of  the  error  function  based  on  Zguat ion  3.22  is 


60 


.  /  \  r  (Eb  *  aEb  -o>Eb) 

k^ERFjv  j  Motb/i"A 

and  it  is  evident  that  the  effect  of  tae  jammer  car.ce.s  act. 
This  can  be  stated  for  the  general  case  as 


l  +  aL  -  a 


VI 


(3.34) 


sue a  that  if  i(=a:  for  all  i  and  j,  tnen 


^i=ERF[v 


— — - 1  - 

t  o 

>  itTo  J 


(3.35) 


and  ?e  becomes 


b  1 


(3.3d) 


This  expression  is  simply  the  probability  or  ec: 
for  M  orthogonal  signals  with  no  gassing  present 
221].  From  this  analysis  one  can  clearly  sea  t 
channel  jamming  for  M-ary  orthogonal  FSK  signal! 
feet  ual. 

As  another  potential  jammer,  n:  (t)  is  chosei 
the  fora 


or 


[Ref. 


CO  Clflc 


(3. 


27) 


with  power  constraint 


s  are 


(3.  36) 


which  implies 


a.  - 


(3.39) 


The  jammer  cross  correlation  with  tne  sth  signal  is 


f  JP^Eh’  K--1 


O  K=  . 


(3.90) 
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The  effect  of  the  ja iser  is  suer.  that  it  causes  a  chan, 
tne  statistics  of  that  cnacoel  only  (i.e.  .  Ii  at  is 

V  jQt;  Eb^)  i^-i 

J  Mo  Eb  / 2  *  JJ 


Ji^Werf 


*1 


.  4  . } 


i*1 


1 

1 

-G 

1X1 

p«iE»  n 

Nlo 

- 

Eb U 

*]] 


NW 


4*3 


(c  •  42} 


Substituting  SN  F.=  Efc/N0  and  JSF.  =  ?n^ /Zo  ,  the  receiver 
anility  of  error  for  single  channel  jamming  uecoaes 

Pe=  i-Ti  ^  (eRF^  +  +  j  TSR  ' )]  ]  + 

-CO  ^ 


(m-l)ERf[^v|isnr  (i-IjspT  )]{ERFly+J»Fl] 


with  the  sane  expression  resulting  if  any  one  af  tne  other 
M- 1  signals  had  been  chosen  as  tae  oasis  for  the  jammer. 
Studying  the  asymptotic  behavior  of  Zguatior.  3.4  3  one  notes 
that  as  SNP.->00,  and  JSR<1.  ,  then 


oo 

Pe=  =  O. 

-OO 


(3.44) 
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tr.a 


Tails 

Now  , 


as  S" R  iacreases, 


probacility  or 


when  JSR>1  ,  the  asymptotic  behavior  0 


error  i  ;j:  _  .  ,c. 

O  71  ^  S 


“i(^  -  0  = 


u 

-CD 


-■3J 


This  result  is  worthy  of  note.  For  tne  case  of  Z-2,  (i.e. 
binary  FSK) ,  ?e  tends  to  1/2  as  SNR  increases.  Inis  is 
exactly  the  behavior  noted  in  the  previous  results  for 
binary  FSK  signaling.  As  .1  increases,  the  jammer  nas  a  core 
devastating  effect  in  that  the  probability  of  error  for 
JSR> 1  approaches  unity  with  increasing  SNR. 

Fron  the  analysis  performed  one  can  see  that  a  multitude 
of  jamming  strategies  are  possible.  Consider,  ;  or  example, 
weighted  signals  jamming  for  the  case  of  une/ial  weignting. 
Ve  have  shown  that  the  egual  weighting  case  is  ineffectual 
as  a  jammer,  however  by  weighting  tne  signals  in  sue;,  i 
manner  to  insure  unegual  weighting  may  prove  to  oe  an  effec¬ 
tive  method  of  jamming  an  H-ary  correlator  receiver,  as  the 
previous  results  have  demonstrated  for  one  particular  case. 


IV.  DESCRIPTION  OF  GRAPHICAL  RESULTS 


A.  DISCUSSION  ON  GRAPHICAL  RESULTS 

This  chapter  presents  graphical  results  related  to  tne 
analysis  of  tne  pcevious  chapters.  The  plots  are  inter,  ic- 1  to 
display  receiver  performance  as  a  function  of  S;i=  for 
various  jammer  waveforms  and  set  JSR  values.  Tr.e  plots 
feature  the  case  of  JSE=J  as  part  of  eaca  cur/e  ir.  order 
to  allow  comparisons  of  tne  jammer  effectiveness  to  the 
receiver  performance  for  additive  write  noise  only 
interference. 

B.  OPTIMUM  JAMMERS 

The  graphical  results  for  tee  optimum  jammer  are 
presented  first.  These  were  obtained  througi  numerical 
evaluation  of  Equation  2.13.  Plots  of  ?e  were  generated  for 
the  cases  of  PSK/  FSK,  and  ASK  modulation,  as  a  function  of 
SNR  and  fixed  values  of  J3R  using  a  jammer  as  specified  in 
Equation  2.18.  Specifically  the  case  of  PSK  modulation  is 
depicted  in  Figure  5.5.  This  plot  clearly  shows  the  ' break¬ 
point  '  phenomena  as  JSR  increases  to  a  value  of  one  or 
greater.  Foe  JSR  values  greater  or  equal  to  one,  Pe  is 
clearly  driven  with  increasing  SNR  to  tne  valus  of  1/2  in 

the  limit.  From  this  figure  one  can  note  that  1).2dB  of  SNR 

-fa 

is  required  to  obtain  a  Pe  of  10  at  a  JSR  value  of  0.0.  Ir. 
comparison,  it  takes  14d3  of  SNR  to  obtain  the  si  me  Pe  for  a 
JSR  value  of  0.1.  Figure  5.6  corresponds  to  the  FSK  case 
and  shows  a  similar  result  except  that  tne  breakpoint  occurs 
at  JSR=  1/2  ,  which  as  previously  noted  concurs  with  the  -3d3 
difference  between  PSK  and  FSK  correlator  receivers.  From 
Figure  5.6  it  is  clear  that  for  the  FSK  case,  it  takes  less 
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jammer  power  to  render  the  receiver  inoperative  t  nan  ; 

PSK  case-  la  comparison,  note  tnat  a  1id3  3NS  is  r= -aired 

-to 

to  obtain  a  Pe  of  10  for  a  JSE  value  or  0.0.  r.ae  cuc-r  p  = 

is  obtained  by  increasing  the  SNR  to  13d3  for  a  J Si  of  0.1. 

For  ASK  modulation  the  results  are  obtained  throi gn  Equation 
2.56  and  are  presented  in  Figure  5.7.  in  comparison,  note 
that  to  obtain  a  ?e  of  13  a  10.2do  SNE  is  retired  for  a 
JSR  value  of  0.0.  For  the  same  Pe  a  increase  of  SNE  to  I4d3 
is  required  for  a  JSE  valua  of  0.1.  The  JSS  breakpoint  for 

ASK  occurs  at  c</2  which  is  upper  bounded  c/  1/2.  One 

should  note  that  the  actual  jammer  waveform  is 

different  for  each  of  the  optimum  gammer  cases  presented. 
The  similarities  between  the  SNE  required  for  PSK  and  AS?! 
are  due  to  the  fact  that  the  ’worst  case'  condition  for  the 
jammer  was  assumed,  namely  <=4  =  1/2.  For  tnis  case,  ASK  and 
PSK  are  identical  modulation  schemes.  The  above  comparison 
reveals  that  PSK  is  somewhat  less  vulnerable  to  jamming. 

C.  WEIGHTED  SIGNAL  JAHMERS 

For  weighted  signal  jamming  the  results  of  Equation  2.63 
are  applied  to  PSK  modulation  witn  tne  aid  of  Eg  nation  2.67 
and  to  FSK  modulation  with  the  aid  of  Equation  2.73. 
Immediately  one  can  note  that  the  result  of  weighted  signal 
jamming  on  PSK  modulation  is  equivalent  to  the  optimum 
jamming  case,  and  presented  in  Figure  5.3.  For  the  FSK  case 
it  was  shown  that  the  ’equal’  channel  jammer  was  ineffec¬ 
tive.  It  was  also  shown  that  for  a  special  set  of  circum¬ 
stances,  the  weighted  signals  jammer  is  equivalent  to  the 
optimum  jammer  for  FSK.  These  two  cases  will  taerefore  not 
be  presented.  The  graphical  results  for  the  ’single'  channel 
or  ’mark’  channel  only  (or  'space'  channel  only)  jamming  are 
depicted  in  Pigure  5.9  .  These  results  of  siagle  channel 
jamming  clearly  show  it  to  be  more  effective  taan  the  case 
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of  partial  channel  jamming  depicted  in  Figure  5.  1C.  7:.es<i 
graphical  results  are  significant,  especially  for  the 
constrained  power  jammer.  From  these  plots  it  becomes  int ac¬ 
tive  that  it  is  'better*  to  concentrate  jammer  power  or. 
either  the  'mark'  or  'space'  channel  freguenc/ ,  tr.an  to 
attempt  to  partially  jam  both  channels.  For  the  one  channel 
jamming  case  shown  in  Figure  5.9  note  that  to  oDtain  a  Pe  or 
10**  a  value  of  13dB  SNR  is  required  for  a  JSF.  value  of  0.3. 
In  comparison  for  the  same  Pe  note  that  a  SNR  of  16d3  is 
required  for  a  JSR  of  0.1.  For  tae  partial  jamming  case 
shown  in  Figure  5.10  to  obtain  a  Pe  of  10  a  value  of  I4db 
SNR  is  reguired  for  a  JSR  value  of  0.0.  To  obtain  the  same 
Pe  a  value  of  15dB  SNR  is  reguired  for  a  JSR  valie  of  0.1. 

D.  FREQOEBCT  BO DO LA TED  JABBERS 

Figure  5.11  presents  the  nature  of  the  frequency  modu¬ 
lated  jammer  waveform.  Figure  5.12  shows  tne  acfect  or  the 
linear  FM  swesp  jammer  on  PSK  modulation.  The  FI  jammer  was 
designed  to  sweep  the  bandwidth  occupied  by  tha  signal.  By 
varying  the  number  of  times  the  jammer  sweeps  the  signal 
bandwidth  during  a  bit  interval  the  effectiveness  of  the 
jammer  can  fce  investigated.  Figure  5. 12  shows  the  result  ior 
one  sweep  of  the  jammer  per  bit  interval.  Figure  5.13  shows 
the  result  for  a  PSK  modulated  signal  swept  twice  during  the 
bit  interval.  For  PSK  modulation  it  is  clear  taat  as  the 
number  of  sweeps  increases  the  more  effective  the  jammer. 
Figure  5.14  and  Figure  5.15  show  the  similar  result  for  FSK 
modulation.  Note  however,  that  in  general  the  added 
complexity  of  FB  jammer  waveforms  mane  it  an  unlikely  candi¬ 
date  for  replacement  of  the  optimum  jammer.  In  comparison 
for  PSK  modulation  as  depicted  in  Figure  5.12  to  obtain  a  Pe 
of  10'fca  value  of  13dB  SNR  is  reguired  for  a  JSR  value  of 
0.0.  To  obtain  the  sane  Pa  an  increase  in  SNR  to  a  value  of 
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1543  is  required  for  a  JSR  of  0.1.  For  tne  :asc  of  two 
sweeps  per  period  as  showr.  in  Figure  5.13  to  obtain  a  Ik  of 
10  a  value  of  124B  is  required  for  a  JSR  value  of  0.0.  To 
obtain  the  saae  Pe  an  increase  in  SNR  to  a  value  of  1343  is 
required  for  a  JSE  value  of  0.1.  For  FSX  modulation  as 

~(q 

depicted  in  Figure  5.14  to  obtain  a  ?e  of  10  a  value  of 
1543  SNR  is  required  for  a  JSR  of  0.0.  To  obtain  tae  sane  Pe 
an  increase  in  SNR  to  a  value  of  1743  is  reauiced  for  a  JSR 
value  of  0.1.  For  the  case  of  two  sweeps  per  period  as  snown 

•  (f 

in  Figure  5.15  to  obtain  a  Pe  of  10  a  value  of  1543  SNR  is 
required  for  a  JSR  of  0.0.  To  obtain  the  sane  Pa  an  increase 
in  SNR  to  a  value  of  1643  is  reguired  for  a  JSP.  of  0.1. 

E.  HEAR  OPTIMUM  JAM  HERS 

Near  optimum  jamming  featured  a  two  level  pulsed  jammer 
waveform.  The  graphical  results  of  Figure  5.15  shows  that 
the  breakpoint  occurs  at  JSR=  1.23  .  This  jammer  is  a  good 
candidate  as  a  substitute  for  the  optimum  jammec  due  to  the 
noted  fact  that  a  small  increase  in  JSR  over  the  optimum 
required  JSR  results  in  a  marked  increase  in  receiver  Pe, 
without  a  marked  increase  in  waveform  complexity.  For  the 
near  optimum  jammer  case  depicted  in  Figure  5.16  to  obtain  a 
Pe  of  10“fca  value  of  1043  SNR  is  required  for  a  JSP.  of  0.0. 
To  obtain  the  same  Pe  an  increase  in  SNR  to  tha  value  1345 
is  reguired  for  a  JSR  of  0.  1. 

F.  H-ABI  RECEIVERS  GBAPBICAL  BESOLTS 

The  graphical  results  for  M-ary  FSK  racaivers  were 
derived  from  a  numerical  evaluation  of  Equation  3.24  .  It 
was  noted  that  the  case  of  equal  jamming  was  ineffective  and 
thus  will  not  be  presented.  The  case  of  single  channel 
jamming  of  a  1-ary  coherent  correlator  receiver  Ls  presented 
in  Figure  5.18  ,  for  M-2  or  binary  FSK.  Tie  result  is 
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identical  to  tnat  presented  previously.  As  tha  ol 

channels  (H )  is  increased  one  can  clearly  see  tha  rreu.'.ycin* 
shirting.  As  discussed  in  chapter  taree,  if  JS3  <  1,  as 
increases  the  receiver  performance  is  clearly  affectei. 
Figure  5.19  shows  this  for  N=10,  and  Figure  5.10  similarly 
for  M=100.  In  comparison  to  obtain  a  value  of  Pe  of  1 f 

for  the  case  of  U-2,  depicted  in  Figure  5.13,  a  value  of 

13d3  SNR  is  reguired  for  a  JSR  value  of  0.0.  Ij  obtain  the 
same  Pe  an  increase  in  the  value  of  SNR  to  1  Sd3  is  reguired 
for  a  JSF.  value  of  0.2.  For  the  case  of  .1=10  depicted  in 

-J& 

Figure  5.19  to  obtain  a  value  of  Pe  of  10  a  value  of  I4i2 
SNR  is  reguired  for  a  JSR  value  of  3.0.  To  obtain  the  same 
Pe  an  increase  in  the  value  of  SNR  to  19d3  is  reguired  for  a 
JSR  value  of  0.2.  For  the  case  M=130  depicted  in  Figure  5.20 
to  obtain  a  value  of  Pe  of  10  a  value  of  1513  is  reguired 
for  a  JSR  value  of  0.0.  To  obtain  the  same  Pe  an  increase  in 

value  of  SN E  to  19dB  is  reguired  for  a  JSR  value  of  0.2. 
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V.  CONCLUSION 

Ik  this  thesis,  a  known  optima  cece  i.  */  s  r  ds  jc^r. 
analyzed  under  the  usual  signal  plus  noise  environment,  in 
addition  to  jamming.  The  analysis  :f  the  effectiveness  on 
jammer  waveforms  was  undertaken  using  the  receiver  prob¬ 
ability  of  error  as  a  measure  of  performance.  The  main 
objective  was  to  maximize  the  receiver  probability  of  error 
as  a  function  of  a  power  constrained  jammer  waveform. 
Various  jammer  strategies  that  affected  receiver  performance 
were  obtained,  and  results  presented. 

For  the  mathematical  models  of  the  various  jammer  wave¬ 
forms  studied,  it  was  concluded  tnat  the  optimum  jammer 
waveform  consisted  of  a  deterministic  signal  proportional  to 
the  difference  of  the  binary  signals  used.  This  method 
whether  applied  to  PSK,  F3K,  or  ASK  modulation  techniques 
drove  the  receiver  probability  of  error  to  1/2  ii  the  limit, 
rendering  the  receiver  inoperable.  Other  jamming  strategies 
attempted  included  weignted  signals,  frequency  modulated, 
and  near  optimum  jammers.  All  these  methods  of  jamming 
resulted  in  a  similar  effect.  Tney  drove  tie  receiver 
performance  to  an  unsatisf actor y  limit,  but  with  a  lesser 
degree  of  effectiveness  in  terms  of  JSR  as  compared  to  the 
optimum  jammer.  The  sole  a  on-deterministic  jamming  strategy 
attempted,  additive  white  Gaussian  noise  proved 
less  effective. 

A  M-ary  octhogonal  signaling  coaerent  receiver  was  then 
analyzed  in  terms  of  receiver  Pe  in  tne  presence  of  signal, 
noise,  and  a  jamming  waveform.  It  was  snovn  that  equal 
channel  jamming  on  all  a  channels  was  ineffective.  Single 
channel  jamming  was  concluded  to  be  a  more  effective  jamming 
method  for  the  receiver  studied.  It  was  furtner  concluded 


that  the  greater  the  number  of  oaannels  in  the  .Vary 
receiver  the  more  effective  the  jammer  is  waen  the  JSR 
exceeds  unity. 

From  this  knowledge  of  the  behavior  of  a  coherent  corre¬ 
lator  receiver  in  the  presence  of  jamming  it  is  a  oped  that  a 
greater  understanding  of  jammer  and  receiver  designs  can  be 
achieved. 
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